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Safety and service quality in wireless networks has recently become an important subject of active research, which is
caused by the growing demand for supporting data packages. Without adequate security, organizations avoid using
wireless networks. Security issues are an important obstacle for wireless network adaptation. Consequently, security
of wireless networks is an important area, which requires reaction, if such networks are widely used. It is necessary
for the researchers of this field to identify open problems and to provide relevant solutions to them. Each of such
attempts makes the wireless network a bit more secure. The present work aims at the development of a number of
measures that would contribute to increasing the safety of wireless networks and through which it would be possible

to manage remote workstations.
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1. INTRODUCTION

Development of the main objectives of automated
system begins with analysis of manual data process-
ing in order to study and generalize the difficulties
that a user faces. Such a research is of a general na-
ture and its aim is to identify the difficulties and not
to determine their causes. Initially, there is a general
examination of existing management procedures, and
subsequently, the tasks of management, that are con-
sidered to be automated, are analyzed separately.

2. THE TASK

Based on the above objectives, the attention is paid
to the following tasks:

- Analysis of different communication channels in
wireless networks and development of new methods
to enhance security;

- Administration and management of remote work
places (local or regional offices) using wireless net-
works;

- Building and realization of automated system.

The structure of the main tasks of the security
system is given in Fig.1.

On the basis of the main tasks of the automated
security system, it is necessary to define and develop
system algorithms, information security and dialog
procedures and create an automated system software
complex.

There should be determined the input and output
data for each algorithm, created such databases that
would help carry out the security processes provided
by algorithms (Fig.2.).

The system requires the development of such dia-
logue procedures, which facilitate the organization of
the relationship between a client and the system; it
is selected in such a sequence, where such functions,
as creating, updating, modifying, applying, reading,
processing, exporting, etc. of data, are effectively im-
plemented.

After conducting the above procedures, the auto-
mated system software complex and its structure are
processed. Classes, constructors, procedures, func-
tions and methods of software complex are created
as well.

The efficiency of the solution of security support-
ing automated system depends on the system algo-
rithmic support. For the optimal solution of this
issue, a security task is allocated by separate algo-
rithms for each method.

Each algorithmic block should be considered to
perform some kind of automated security function.
At the stage of system algorithmization it is neces-
sary to analyze each algorithmic block to make the
programming process easier.

The algorithmic blocks also include a set of such
programs that run various parts of the computer and
allow a user to solve the task in a desired way.

The algorithms are built for each method of se-
curity automated system and a separate algorithmic
block is described by its functional purposes.

The encryption of the image (password or words
consisting of symbols) created by a user, its decod-
ing and the corresponding formation of the database
occur according to the algorithm of the combined pro-
cessing of symbol encryption.
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Let’s consider the algorithm of symbol encryption
combined method (Figs.3.1-3.6).

The initial stage of the algorithm’s work is deter-
mined by the information, entered by a user. At the
first stage a user’s password is written in a special
array, where the beginning and the end of a word are
defined. Also, the word is separated into symbols and
an individual symbol has its own index.

The system introduces additional variables in or-
der to define the indexes of symbols and additional
symbols by their quantity. After this, the symbols in
a word are split, and the separated symbols obtain

their indexes, what results in creating a word, con-
sisting of the combination of symbols, in which the
individual symbol is defined by its index.

Each symbol is viewed in ASCII (decimal) encod-
ing and receives its own code. For this purpose we
introduce an array, that defines the beginning and the
end of symbol codes. Then, a code for the individ-
ual symbol is determined and recorded in the array
of symbol codes. Eventually, we receive the numbers,
consisting of the combination of symbol codes, where
the individual symbol is defined by its index code.
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Next, the word is filled with the additional sym-
bols by setting certain parameters. Then, the num-
ber of additional symbols is re-determined and an ar-
ray is created. It includes additional symbols, which
determine the beginning and the end of additional
symbols. At the next stage, the modified codes are
defined for a specific code of an individual symbol.
These codes are written in a special array and deter-
mine the beginning and the end of additional sym-
bols.

The purpose of this method is to convert en-
crypted symbols into special ones by modified codes.
The transformation of the symbol codes occurs in the
following way:

Initially, the location of the first symbol code is
checked. If the code is located from 32 to 50, then
the following action is performed: the symbol code is
added to its sequence, i.e. an index; then the second
symbol code is added to the second index, etc., until
the end of the word. If the code is located from 51 to
126, then it is deducted. The newly obtained codes
create a group of additional symbols. This process
is going on until the value of a certain parameter is
satisfied. As a result, we get a word consisting of a
combination of additional symbols, in which an indi-
vidual symbol is defined by its index.

The ” complicated” word (password) is created by
the combination of obtained symbols and additional
ones, that are added by numerical values of a date
and a time.

Next, the obtained word gets split (the groups are

created) according to the parameters set in the sys-
tem. Then the encoding of each group symbol ASCII
(decimal) results in the determining of their relevant
codes. After this we receive numbers consisting of
combination of group symbol codes, in which an in-
dividual symbol is defined by its index code.

The encrypted information is provided to the cen-
tral server in the form of groups. If the identification
of the first group is successfully completed, the server
notifies and issues an order for the release of the sec-
ond group, etc. until the end of the group. If a group
does not match, the server immediately blocks the
user. The central server decrypts the encrypted in-
formation, using the same parameters as the reverse
algorithm of the above mentioned method.

3. SUMMARY

Every network device has its own unique MAC ad-
dress and, by checking its and TP addresses, a biome-
tutical authentication should be done to determine
the identity of the devices before the information is
transmitted.

The system algorithms and the informational
support have been developed and determined on the
basis of main tasks of the security supporting auto-
mated system. The input and output data has been
set for each algorithm.

OCHOBHBIE 3ATAYMN U AJITOPUTMBI ABTOMATU3MPOBAHHOM CUCTEMBI
BE3OITACHOCTHY BECIIPOBO/JIHOM CETU

dudmarnudsze Hbpaum, Bepudze 3ebyp

BesonacHoCcTh U KaU9€CTBO OOC/IY>KUBAHUS B OECIIPOBOJHBIX CETAX B MOCIEIHEE BPeMsl CTAJIM BAXKHBIM ITPe-
METOM AKTHBHBIX WMCCJIEIOBAHUH, YTO BBI3BAHO PACTYIUM CIPOCOM HA MOIIEPXKKY MAKETOB JaHHBIX. bBe3
aeKBATHOH CHCTEMBbI OE30IIACHOCTH OPTraHU3AIMH U30EraloT MCIOIb30BAHNA OeCIIpoBOmHBIX cereil. [Tpobme-
MbI 6E30MACHOCTH ABJSAIOTCS BaYKHBIM IIPEMATCTBAEM Jjid afantaiuu OecnpoBoguoil ceru. CraemnoBaresbHO,
6e301macHOCTh OECTIPOBOIHBIX CETEl SBIISIETCST BAYKHOU 00JIACTBIO, KOTOpast TpeOyeT PeakIlui, eCJIu TaKue Ce-
TU MIAPOKO MCIOIB3YIOTCH. McememoBaresm B 31O 001aCTH HEOOXOIUMO BBISBUTH OTKPBITHIE TTPOOJIEMBI
¥ TPEIJIOKUTH COOTBETCTBYIOIINE pereHus ajis Hux. Kaxgas m3 TakKuxX TOMBITOK JesiaeT HOeCIpoBOIHYIO
ceTh HeMHOTO Gojee Gesomacuoit. Hacrosmas pabora HampapiieHa Ha pa3paboTKy psiaa Mep, KOoTopbie Oy-
JYT CIOCODCTBOBATH MOBLIMIEHNIO HE30MACHOCTH OECIIPOBOAHBIX CETEH W C IMOMOIIBI0 KOTOPHIX MOXKHO OyIeT
YOPABJSTH YIAJTEHHBIMUA PAOOYUMU CTAHIUSMU.

OCHOBHI 3AB/IAHHA TA AJITOPUTMU ABTOMATU30BAHOI
CHUCTEMMU BE3MNEKU BE3IPOTOBOI MEPEXKI

Aidmanidse Ibpaim, Bepidse 3ebyp

Besmeka i skicTb 00C/IyroByBaHHsT B D€3IPOTOBUX MEPEXKAX OCTAHHIM YACOM CTAJM BAZKJIMBUM IIPEIMETOM
AKTUBHUX JIOCII/I2KEHD, 0 BUKJIMKAHO 3POCTAIOYNM MOMUTOM Ha HiATPUMKY makeTiB nanux. be3 agekBarHol
cucTeMu Oe3MeKH OpraHizalii yHHKAIOTh BUKOPHUCTAHHs 0e3apoToBux Mepexk. [Ipobiaemu Ge3mekn € BaxKIn-
BOIO TEPEIIKOI0 [iid aganTariil 6e3xaporoBol mMepexki. OTxke, Ge3neka HE3IPOTOBUX MEPEK € BAXKJIUBOIO
00JIaCTIO, sTKA BUMATA€ PEAKIIl, SIKIIO TaKi MepexKi MUPOKO BUKOPUCTOBYIOTHCs. Jlocmimuukam y 1miit obmacti
HeOOXITHO BUSBUTH BiIKPUTI MpOOIEMU Ta 3aIlPOMIOHYBATH BIAMOBIAHI pimmenHs mas Hux. KoxkHA 3 TaKUX
cpob pobuTh 0e3mMPOTOBY Mepexy Tpoxu Oimbmt Ge3meunow. g pobora crnpsiMoBaHa Ha PO3POOKY Py
3aX0MiB, sKi COPUATHMYTDH MiIBUINEHHIO Oe3meKky 0e3IPOTOBHUX MEpeK 1 3a JOIMOMOro IKHX MOXKHA Oy/ae
YIPABASTH BiAJAJCHAMN POOOUNMH CTAHILISIMH.
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